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Data Protection Impact Assessment – Facial recognition for staff and students 

Name of project/activity:  

Facial recognition for staff and students 

(Note: In responding it may be necessary to give different answers 

depending whether the testing is of staff or students) 

Name responsible officer/data owner:  

Will Flanagan – DPO 

Rod Jones – Vice Principal 

 

Date of assessment: 6th July 2020 Name of responsible director: Samantha Newton 

Step 1 Describe the proposed Personal Data processing: 

a) What is the aim of the processing?  What are the reasons for this DPIA? The aim of the processing is to allow accurate and time-efficient 

checking of staff and student identities to ensure only authorised 

individuals can access college premises and facilities.  This is in order 

to maintain the security of the site. (Regular attendance in class will 

be monitored through the normal electronic register system.  

Registers will also be taken to conduct rollcall in the event of a fire 

alarm).  

Additionally, records of those entering the building may be checked 

against the normal registers to ensure that students are not entering 

the building and then not attending class.  

This DPIA will consider the justification, use, risks and steps that 

need to be taken to i) minimise the risk of any data breaches, ii) to 

identify steps to be taken in event of any data breach and iii) steps 

required in the event of a Subject Access Request by a Data Subject.  

b) Who is affected by the processing? (include details on scale of processing) All members of staff and students.   This represents approximately 

200 staff and 500 students. Visitors will have their ID checked via a 

separate system.  This scanning system would be used whenever a 

student/staff member entered the building as part of normal security 

protocols.  These checks would take place during normal opening 

hours. Only those people who have consented/registered for the 

system would be scanned.  



   
 

   
 

c) What is the nature of Italia Conti’s ’s relationship with the Data Subjects?  Italia Conti has a contract of employment with full and part time staff 

members and has a contract to provide goods and services to 

students (“Enrolment Agreement”).  

d) What data will be collected? Collection of bio-metric data from individuals in order to allow a 

feature set to be created for comparison purposes.   

e) Will any special category data be collected? ☐ No 

☒ Yes (specify) Bio-metric data in relation to facial characteristics 

which will then be stored, retrieved and analysed by algorithms to 

ensure a facial match. 

f) How will data be collected? Through the use of iR37 biometric cameras which will be placed at 

the main entrances at the Italia Conti Arts Centre, Italia Conti 

Academy and Italia Conti (Avondale) sites. 

g) How will data be processed and / or stored? (Distinguish if necessary, 

between staff and student data) 

The data will be processed via a camera which will collect biometric 

data and store it centrally on a secure network.   

h) How will the personal data be used?  The personal data collected will be used to compare bio-metric 

features to those held on a locally stored database, so that 

identification of individuals (students and staff) can be verified. If a 

person’s identity cannot be verified by the system, proof of ID of 

existing students/staff can be verified by reception staff against the 

stored photographs of individuals manually. Manual checks would be 

made on all visitors whose data is not on the biometric checking 

system.  

If a person’s identify cannot be verified by a manual check, the 

person would be notified at the time, and they will be asked to return 

to the building once they have acquired the necessary ID to verify 

their identity and purpose for being in the building.  

i) How long will data be retained? Data will be retained for a minimal period.  

For students: The bio-metric data against which scans are checked 

will only be kept until the end of the period of enrolment for students, 

and until the termination of the contract of employment for staff.  

Records of biometric checks will be deleted on a 21day rolling period. 

Whilst bio-metric data will be deleted, traditional records of 



   
 

   
 

attendance (class registers), e.g. dates/times (students) will be kept 

for auditing purposes. 

For staff: The bio-metric data provides evidence of attendance at 

their designated place of work.  Whilst the bio-metric data will be 

deleted on a 21 day rolling period, once an employee has left Italia 

Conti’s employment,  dates of their attendance at 

work/sick/maternity/paternity leave etc  will be kept for 3 years.   

j) When / how will data be reviewed / revised (think about data quality and 

storage minimisation)? 

The ICT Manager where necessary, will review the data and correct 

any errors found in the data, and make any arrangements for backing 

up or securely deleting the information (at the end of the 21 day 

period).  The ICT Manager will also share records of attendance at 

the building in the event there is an investigation over learners 

entering the premises but not attending class. This information would 

only be times and dates of entry, and not be bio-metric data.  

k) How (and when) will data be erased / destroyed? Bio-metric data will be deleted once the staff member or student is no 

longer attending Italia Conti premises under the terms of an existing 

contract of employment (staff) or an enrolment (student).  As records 

of entry to the building are deleted at the end of a rolling 21-day 

period, the only bio-metric data to be deleted would be the 

information held on the network to facilitate bio-metric checks.    are 

The data will be erased by using an appropriate “digital shredding” 

utility such as BitKiller, CCleaner, Eraser Moo0,  or File Shredder.  

Records of the dates students/staff attended the building will be kept 

in accordance with the local  retention period specified in Italia Conti’s 

GDPR Policy.   

If an individual withdraws their consent for their bio-metric data to be 

held, this information will be deleted off the system, and they will have 

to ensure they have photographic ID on them when entering the 

building, e.g. photocard driving licence, passport, etc. 

l) Will data be shared? If so, with whom? Detail security measures in place, 

and how you will ensure compliance by data processors with those 

measures. 

Sharing of data: 

The bio-metric data itself will only be accessible by the ICT Manager 

for technical support purposes and for deleting/correcting data. The 

data will only be available by a password protected login to that part 



   
 

   
 

of the network area.  Should the biometric data need to be accessed 

by the software/hardware manufacturer for technical support 

purposes, this will only be done under the supervision of the ICT 

Manager.  

For students: records of attendance (non-biometric) may be shared 

with  Italia Conti staff who may be investigating a learner’s entry to 

the building, but non-attendance at normal classes, and with third 

parties with a legitimate interest, e.g. parents, police, social services, 

local education authorities, or other bodies where there is a statutory 

requirement to provide information).   

For staff: once a member of staff ceases their employment, records 

of attendance may be shared with third parties with a legitimate 

interest, e.g. HMRC, police, or other bodies where there is a 

legitimate requirement to provide information.  

Security Measures in place: 

The bio-metric camera will be attached to a staff network which is 

password protected, and which has appropriate anti-virus and internet 

firewall software. The folders within which the bio-metric data and 

attendance data will have restricted access to the ICT Manager for 

technical support and editing purposes.  

m) Who needs to be consulted to ensure that any risks to privacy are identified 

and addressed?  

ICT Manager, HR Manager, 

Senior Leadership Team.  

 

Step 2 Analyse the impact of the processing 

What is the lawful basis for this type of processing? ☒ consent for one or more specific purposes (must be genuine consent 
and capable of withdrawing (Students and Staff) 

☒ the performance of a contract to which the data subject is party 
(Students and Staff) 

☒ compliance with a legal obligation (Students and Staff) Need to record 

& monitor attendance data.  



   
 

   
 

☒ performance of a task carried out in the public interest. To identify 
those staff/students who may have one/some symptoms of COVID-19.  

☐ legitimate interests (which are not overridden by the interests or 

fundamental rights and freedoms of the data subject)  

[Special category data lawful bases to be discussed e.g. public health 
including need for involvement of a health professional] 

What information will you give Data Subjects about the processing? How will 

you provide this information? 

A Privacy Notice/Consent Form will be given to students and staff which 

will indicate: 

a) The purpose of processing the information  

b) The justification for processing the information. 

c) How the information will be processed. 

d) How the information might be shared. 

e) How the information will be protected. 

f) How long the information will be retained for. 

g) How the information will be deleted. 

h) Their rights under the GDPR (including Subject Access 

Requests).  

i) Their right (or in the case of learners who are under 18 years of 

age, their parents) to give/withhold consent 

How will you ensure that the use of the data is limited to the purpose for which 

consent was given? 

a) Bio-metric readings and processing will only take place after 

written consent in the form of a Consent Form is received. 

b) The information will only be used for the purpose explicitly stated 

on the Privacy Notice/Consent Form. 

c) The information will only be processed in accordance with Italia 

Conti’ GDPR Policy that may be currently in force. 

d) The information will be retained and processed on an area of Italia 

Conti’s secure network that only the ICT Manager, Senior 

Leadership Team,  HR Manager, and no other authorised 

personnel will have a right to access.   

How much control will Data Subjects have over the processing of their data? Data Subjects (or their parents, if students or staff under the age of 18 yrs. 

of age) will have the right to: 



   
 

   
 

a) Withhold their consent for bio-metric data processing to take 

place. 

b) Withdrew their consent for bio-metric data processing to take 

place. 

c) Request that bio-metric data be erased,  (in which case any bio-

metric data that has been collected  will be securely deleted, but 

records of dates/times  learners attended will be kept for 

auditing/legal reasons as per Step 1 (section i).   

d) Ask for details of the bio-metric data and dates/times collected by 

Italia Conti. 

e) Apply for revision/correction of data which can be proved to be 

inaccurate. 

f) Ask for data in a portable format (as practical).  

g) Ask which third parties (if any) the information has been shared 

with, subject to legal exceptions, i.e. the police carrying out 

investigations which are not to be disclosed to the Data Subject. 

h) Ask for confirmation that any automated decision has not been 

conducted with the data.  

Is the intended use of the data consistent with the Data Subjects’ expectations 

about how their data will be handled?  
☐ No (specify) 

☒ Yes   

Students will be notified in the privacy agreement about how their 

biometric data will be collected and used, and signs will be placed in the 

immediate vicinity of the cameras indicating their purpose and use.  

Is the extent of processing proportionate to the aim? ☐ No (specify) 

☒ Yes Italia Conti is required by the DFE to record attendance data, which 

must be kept for 3 years.  

Is the processing necessary for the achievement of the aim? (consider whether 

there is another way to achieve the same outcome without processing the 

personal data) 

☐ No (specify) 

☒ Yes  

It will speed up the security check of staff and students entering the 

building, and will ensure that those checks can be carried out in a timely 

and accurate manner, without involving a system based on touch 

(fingerprints) which will require disinfection after each user.  



   
 

   
 

What is the anticipated effect on individuals? Detrimental: None. Learners whose faces are not recognised by the 

scanner could have their ID manually checked against officially issued ID 

at Reception, i.e. photocard driving licences. Learners who are not 

participating in the biometric scheme would have to consider that there 

would be extra time in processing their identify check, so would be 

advised to take that into account when considering not participating in the 

scheme.  

Positive: This will allow both students and staff to access Italia Conti 

premises with less time taken for security checks.   

What are the potential benefits of the processing, both for Italia Conti and for 

the wider public? 

This will allow students and staff to complete security checks at the 

premises in a shorter period, ensuring less inconvenience and allowing 

learners/staff to make more effective use of their time.  It would also 

reassure stakeholders (parents, social services, police, etc) that the 

personal safety of learners was being promoted. This system will replace 

the existing fingerprint scanning technology currently in use.  

Step 3 Identify the approval route for Data Protection Impact Assessment  

This document has been prepared by Italia Conti’s Data Protection Officer and 

reviewed by Italia Conti’s lawyers.  

This document will be considered by Italia Conti Senior Leadership Team and 

once approved made available via the website. 

DPIA undertaken under: DPIA signed off by: 
 

 [     ] 

Legal 

Head of IT 

CEO  

etc 

Step 4 Identify any risks to individual rights and / or freedoms associated with the processing 

Risk Likelihood of risk  Severity of harm to 

data subject 

Overall risk 

The data may be stolen and used for fraudulent or criminal purposes Biometric 

data will be stored securely on Italia Conti servers, accessed will be via 

Remote High detriment.  Low 



   
 

   
 

password protection and a minimal number of senior staff will have access to 

the data.  

The data may be corrupted, possibly for fraudulent/criminal intent – as above.  Remote High detriment. Low 

The data may be used inappropriately (including for fraudulent/criminal intent) 

– as above 

Remote High detriment Low 

Others?    

False negatives – as facial recognition will be checked at entry to every 

building/Italia Conti site, it’s likely that any false negatives will be quickly 

verified against previous records.  

Low  Some detriment Low 

False positives – the technology will identify personnel in 0.4 seconds.  Low Some detriment Low 

Exclusion from class – any student excluded, will be able to access missed 

material via online learning.  

Low Some detriment Low 

Data breaches – the data will be safeguarded using the existing security 

measures in place (password-protected, accessible to senior staff only).  

Low  High detriment Low 

Stigmitisation – the accuracy of the data capture system iR37, should avoid 

this. Reception/security staff will handle this sensitively 

Low Some detriment Low 

Inadequate access controls – the technology will be located within the main 

entrance/Reception areas.  

Low High detriment Low 

Malfunction of equipment. – alternative arrangements will be made, to verify 

staff/student identity using existing Italia Conti records.  

Medium Some detriment Medium 

  

Step 5 Identify measures to reduce risks 

Assess any identified data, privacy or security risks. Can they be properly treated, with appropriate safeguards put in place?  Where any high risks are 

identified, is the processing justifiable, and are their adequate measures in place to mitigate against the risk? 



   
 

   
 

Risk Proposed safeguard 

Data theft/corruption Correct encryption of data on secure network with appropriate safeguards, 

e.g. password protected logins, back up of data on secure cloud server, 

appropriate anti-virus/firewall software installed.   Appropriate software 

used to ‘shred’ digital files.   Any paper records to be disposed of securely 

in accordance with section 16 Italia Conti’s GDPR Policy.  

Appropriate staff training to be provided overuse of equipment. 

Limited access to data collected, e.g. IT Manager, Senior Leadership 

Team, HR Manager.  

Inappropriate use  As above.  

Fraudulent entries Safeguards built into bio-metric software to prevent impersonation, limited 

user rights/access to amend data. 

Others? Internet Firewall, Anti-virus software and security systems (physical and 

software based) in ICT processing areas of Italia Conti.  

The data may be stolen and used for fraudulent or criminal purposes  Encryption of data to prevent information being access remotely.  

Information stored on a password-protected area of the network to which 

only the ICT manager has access.  

The data may be corrupted, possibly for fraudulent/criminal intent  Bio-metric Information to be backed up on a regular basis on the network 

in the event that bio-metric files are corrupted. 

The data may be used inappropriately (including for fraudulent/criminal intent)  Encryption of data to prevent information being access remotely.  

Information stored on a password-protected area of the network to which 

only the ICT manager has access. 

False negatives Staff/students’ identify can be verified against existing photos of learners.   

Action can be taken to update learners’ bio-metric data to minimise risk of 

further false negatives. 

False positives The system is accurate to 10,000 faces within the system.  



   
 

   
 

Exclusion from class Learners can provide alternative official ID if their bio-metric record is not 

working, alternatively, Reception staff can verify their identify using 

photographs already kept on the system and performing a manual check.  

Data breaches Correct encryption of data on secure network with appropriate safeguards, 

e.g. password protected logins, back up of data on secure cloud server, 

appropriate anti-virus/firewall software installed.   Appropriate software 

used to ‘shred’ digital files.   Any paper records to be disposed of securely 

in accordance with section 16 Italia Conti’s GDPR Policy.  

Appropriate staff training to be provided overuse of equipment. 

Limited access to data collected, e.g. IT Manager, Senior Leadership 

Team, HR Manager 

Data breaches to be investigated in accordance with Italia Conti’s GDPR 

Policy.  

Stigmitisation Learners to be reassured that their decision to participate in the biometric 

scheme is voluntary and that Personal Tutors would provide support, and 

there is an established Disciplinary Policy to safeguard both students and 

staff in the light of unacceptable conduct from others.  

Inadequate access controls A user protocol to be agreed and staff training to be carried out.  Data 

breaches to be investigated in accordance with Italia Conti’s GDPR Policy. 

Inadequate use of equipment to be investigated and, where negligence 

can be proved, disciplinary action taken against students and staff in 

accordance with existing Disciplinary procedures.  

Malfunction of equipment. The provision of spare equipment and consumables.   The availability of 

existing photographs of learners to manually check identity, and the 

requirement that learners should provide officially issued ID in the event of 

equipment malfunction, i.e. taking in a photocard driving licence.  

How will you ensure that the data is not compromised and that individuals are 

able to exercise their rights and freedoms under GDPR?  

Data will be processed in accordance with Italia Conti’s GDPR Policy 

(which is fully aligned to the GDPR).  A Privacy Notes/Consent Form will 

be provided to staff and students, and voluntary permission sought before 



   
 

   
 

any data processing takes place.    Staff and students will be made fully 

aware of their rights under the GDPR.  

Step 6 Implement   

Note any necessary actions required (and the date of their implementation) as 

a result of the assessment, including: 

• technical measures 

• security measures 

• updates to privacy notices 

Action required Implementation date 

Technical measures: audit of 

security measures in place on ICT 

network (anti-virus program, 

Internet firewall program, 

passwords, provision of regular 

software updates (both OS and 

firmware),  secure storage of data, 

provision for safe and secure 

deletion of digital and paper based 

data.    

September 2020.  

Security measures: implementation 

of access rights to ICT Manager to 

implement and manage the 

collection and use of bio-metric 

data. (This would include editing 

any errors in the data).  

Appropriate training of staff in bio-

metric software and hardware.  

September 2020.  

Updates to privacy notices: Privacy 

Notice and Consent Form to be 

drawn up and in place for staff, 

students and (where students are 

under the age of 18 yrs.) 

parents/guardians.  

September 2020. 

Step 7 Review 



   
 

   
 

Ensure that the processing is monitored and the DPIA reviewed regularly to 

ensure the ongoing effectiveness of the measures implemented, and that such 

monitoring and review is formally recorded, in order that it can be 

demonstrated if required.  

Creation / Review 

date 

Reviewed by Summary of changes 

6/7/2020 (creation 

date).  

Will Flanagan N/app 

   

 


